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Multiple Encryption and Triple DES

Given the potential vulnerability of DES to a brute-for ce attack,

there has been considerable interest in finding an alternative.
One approach is to design a completely new algorithm, is to use multiple
encryption with DES and multiple keys. We begin by examining the
simplest example of this second aternative. We then look at the widely
accepted triple DES (3DES) approach.

Multiple encryption is a technique in which an encryption
algorithm is used multiple times. In the first instance, plaintext is
converted to ciphertext using the encryption agorithm. This ciphertext is
then used as input and the agorithm is applied again.

This process may be repeated through any number of stages.
Triple DES makes use of three stages of the DES algorithm,
using atotal of two or three distinct keys.

A- Double DES
The simplest form of multiple encryption has two encryption stages
and two keys (Figure 7.1a). Given a plaintext P and two encryption keys
Kland K2, ciphertext C is generated as:

C = E(Kz, E(Ky, P))
Decryption requires that the keys be applied in reverse order:

P=D{Ky, DKz C))
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Figure 7.1. Multiple Encryption

For DES, this scheme apparently involves akey length of
56 x 2 =112 hits.

E(K;, E(K;. P)) = E(K;, P)
If this were the case, then double encryption, and indeed any number
of stages of multiple encryption with DES, would be useless because the
result would be equivalent to a single encryption with a single 56-bit key.

On the face of it, it does not appear that Equation (7.3) is likely to hold.
By Marwa Al-Musawy



Technical collage /Najaf Communication security

Consider that encryption with DES is a mapping of 64-bit blocks to 64-hit
blocks. In fact, the mapping can be viewed as a permutation.

That is, if we consider al 2% possible input blocks, DES
encryption with a specific key will map each block into a unique 64-hit
block. then decryption to recover the origina plaintext would be
impossible.

With 2%* possible inputs, so the number of different mappings

that generate a permutation of the input blocks are

(2&1)! = 10347380000000000000000 -, (l”m-‘”)

Therefore, it is reasonable to assume that if DES is used twice with
different keys, it will produce one of the many mappings that are not

defined by a single application of DES.

M eet-in-the-Middle Attack

Thus, the use of double DES results in a mapping that is not
equivalent to a single DES encryption. But there is a way to attack this
scheme, one that does not depend on any particular property of DES but
that will work against any block encryption cipher.

If we have:

C = E(K5, E(Ky, P))

Given aknown pair, (P, C), the attack proceeds as follows :

First : Encrypt Pforal 2°® possiblevaluesof K1 ,using
X1=E (K1, P)

Store thevalue of X1in atablel.
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Second: Decrypt Cusingal 2°% possiblevalues of K2 ,using
X2=D(K2,C)
Store the value of X1 in atable2.
Third: Check the result against the two tables for a match. If a match
occurs
X=E(K1,P)=D (K2,C) mmm=) X1=X2=X

Then test the two resulting keys against a new known plaintext-

ciphertext pair. If the two keys produce the correct ciphertext, accept

them as the correct keys.

B- Triple DES

An obvious counter to the meet-in-the-middle attack is to use three
stages of encryption with three different keys. This raises the cost of the
known-plaintext attack to 2'*% | which is beyond what is practical now

and far into the future. However, it has the drawback of requiring a key

length of 56 x 3 = 168 bits, which may be somewhat unwieldy.
1- Two keys3DES:

(a) Two-kevy tniple encryption with candidate pair of kevs

The function follows an encrypt-decrypt-encrypt (EDE) sequence

C = EEK]_; D':KE; E':KI_r P}}}
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There is no cryptographic significance to the use of decryption for
the second stage. Its only advantage is that it allows users of 3DES to
decrypt data encrypted by users of the older single DES:

C= E':F':rl; DEKL; El:"{lr P”} = E{'r{lr P}

The cost of a brute-force key search on 3DES is on the order of 2'1%
,which is practicaly very difficult .
Currently, there are no practical cryptanalytic attacks on 3DES.

2- Three keys 3DES:
Three-key 3DES has an effective key length of 168 bits and is

defined as follows:
C = E(K3, D(K3z, E(K1, P)))

Backward compatibility with DES is provided by putting K3= K2 or K1 =
K2.

3DES has three attractions that assure its widespread used are ;

Eirst: With its 168-bit key length, it overcomes the vulnerability to brute-
force attack of DES.

Second: The underlying encryption algorithm in 3DES is the same as in
DES. This algorithm has been subjected to more scrutiny than any other
encryption algorithm over alonger period of time.

Third: No effective cryptanalytic attack based on the algorithm rather
than brute force has been found.

The principal drawback of 3DES s that:

Eirst: The algorithm is relatively sluggish in software. 3DES, which has

three times as many rounds as DES, is correspondingly slower.
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Second: That both DES and 3DES use a 64-bit block size. For reasons of
both efficiency and security, alarger block sizeisdesirable.

Because of these drawbacks, 3DES is not a reasonable candidate for long-
term use. As areplacement, NIST in 1997 issued a call for proposals for a
new Advanced Encryption Standard (AES), which should have a security
strength equal to or better than 3DES and significantly improved
efficiency.

Advanced Encryption Standard (AES)
AES is a symmetric block cipher that is intended to replace DES as

the approved standard for a wide range of applications. AES does not use
a Feistel structure. It uses a 128-hit block size and a key size of 128, 192,
or 256 hits.

AES was designed to have the following characteristics:

e Resistance against al known attacks

e Speed and code compactness on awide range of platforms

e Design simplicity

The AES Cipher

The AES specification uses the same three key size alternatives but
limits the block length to 128 bits. A number of AES parameters depend
on the key length (Table 7.1).
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Table (7.1) AES parameters

Key size (words/bytes/bits) A/16/128 | €/24,102 | 8/32/255
Plaintext block size {words/bytes/bits) | 4/15/128 | 4/16/128 | 4/16/123
Number of rounds ic 12 14
Round key size (words/ bytes/ bits) 4/15/128 | 4/16/138 | 4/16/128
Expanded key size (words/bytes) 4471786 £2/208 a0/240

Figure (7-1) shows the overall structure of AES.

The input to the encryption and decryption algorithms is a single
128-bit block. this block is depicted as a square matrix of bytes.
This block is copied into the State array, which is modified at each
stage of encryption or decryption. After the final stage, State is
copied to an output matrix.

The 128-bit key is depicted as asquare matrix of bytes. Thiskey
Is then expanded into an array of key schedule words; each word is
four bytes and the total key schedule is 44 words for the 128-bit

key.
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Figure( 7.1)AES Encryption and Decryption
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Figure 7.2. AES Data Structures

Before delving into detaills, we can make severa comments about the

overall AES structure:

a The key that is provided as input is expanded into an array of forty-
four 32-bit words, w[i]. Four distinct words (128 bits) serve as a

round key for each round; these are indicated in Figure 7.1

b- Four different stages are used, one of permutation and three of
substitution:

Substitute bytes: Uses an S-box to perform a byte-by-byte
substitution of the block
ShiftRows. A simple permutation
MixColumns: A substitution that makes use of arithmetic over
GF(2#)
AddRoundKey: A smple bitwise XOR of the current block
with a portion of the expanded key.
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Substitute Bytes Transfor mation

Forward and I nverse Transformations

The forward substitute byte transformation, called SubBytes, is a
simple table lookup (Figure 7.3a).

AES defines a 16 x 16 matrix of byte values, called an S-box (Table
7.29), that contains a permutation of all possible 256, 8-bit values. Each
individual byte of State is mapped into a new byte in the following way:

The leftmost 4 bits of the byte are used asarow value.
The rightmost 4 bits are used as a column value.
These row and column values serve as indexes into the S-box to
select aunique 8-bit output value.
For example, the hexadecimal value {95} referencesrow 9, column 5
of the S-box, which contains the value { 2A}. Accordingly, the value { 95}
is mapped into the value { 2A} .
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Figure( 7-3). AES Byte-L evel Operations
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Table8.1. AES S-Boxes

ta) S5-hov
¥
o|l1]l2|a3la]ls|e|7]ls]|o|alslc|p|E]|F
L] (1] Wl T | ™M| || aF | 3 i i 1 iR FE | IV | AR
] A = 9| ™M | FA 54 47 F|AD| D3 | AZ | Al o Ad | T2 (& 1]
b | BT | FID | W& b ih iF FT | X (%] AN | ES ¥l Tl 1= | 1%
3 m|o| ||| | m|lo|ez]n|e|em] 7]sz]s
s [w[w]xlin]m]ee|sala] am|os || o] ea]|w] =
s | | m|oo |eD| 2w |Fc| 81| SBlea|cnlBE| 39 [an| | & | CF
¢ |[o|lerlanlm]alw] ws e lalw] o xc]w]|as
sl silmalow lsw|a2lm|s|sisc|osloal ]| w| || o2
s (||| ec| ||| n]ealarlmln]| e 0] v]mn
o | |m|4F | pc| 2 faa]0 | |46 el rs| a|pE]sE]os]DB
A FEO] 21 3A | OA | 40| 06 | 24 |SClE2 D3| ACl 62| W |8 M|
B | ET| (| 37 6D | BD| D5 |4 | A0| 60| % | F4 | FA| 65 | 7A | AE | 8
T A TH ¥ =1 b o W | A6 | Bd | 6 FE |} 74 IF | 4% | AN | BB | RA
n ™ iE HS fily a4 k] Fa | OF &l 35 57 Ho B il Y | 9k
E | Bt | b6 | o8 | 11 | o0 | Do xE | oa | o | 16| a7 | 60| cE| s | =5 | OF
F|oc|ar] o |on|sr|es| 2] || or|po] s4|nn]is
(1) Imverse S-Box
v
al1]zlalas|s|el7]||olalnl|c|nlEelrF
o[22 w|ealos]| 0] 36 [as] x| wr| w]las|oc]| | m]or]em
1| wla|lw]le|lmlF|w]leo|w]e|lac]a|c|o]o|om
tsa|m|u|n|as/a|n|w|el|ac]|as|m|a|m|ale
|| A ee]l oo ulme|w|sn|az]o|ap|sn]on]as
4|2 Fs| et ]|se [ as|m]w|[pilas|scloc|sn] ss] pel e
[ s o] || |m{eo[m|oalse|5]w]|57[ar[w]mw]s
6 |w|os|as| o|sc Be|pa]on]| ¥ Es o5 | ms | w3 | 45 | e
s |7 ||l ie]ss|calss |[w]m|a|ar|so]oa|m] 13]sa]en
s a9 | u]afa e |pclealw|mler|lce|m| el
s |wlacln] 2zl lan] s|s| el w{wes]ic] = ]orse
aAlolnlialn]lmw]olcslow]er|sr|az]oe]an] s]pe]in
Blrc| sl m|co 2| wm]lo]loalopslo]| ] m|colsalrs
Cclir|op|As| B s o |7 2| m| 2| 6] 0| 27| 60 | BC | 5F
plow|si|m]las] wlns|aa]m|m|es|alor| | m]oc]Ees
E|lao|[En|as||acaal s m|a|eplm|lx|a]|a]lw]|a
F|lov|m|m|®m|na| 7 |pa|l | P || te]m|ss| n]oc| o

By Marwa Al-Musawy



Technical collage /Najaf Communication security

Here is an example of the SubBytes transformation:

EA| 04 | 65 | 85 87 | F2 | 4D | 97
83 | 45 [ 5D | 96 o EC | 6E | 4C | 90
S5C | 33 | 98 | BO 4A | C3 | 46 | E7
FO | 2D | AD | G5 S8C | D8 [ 95 | A6
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