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ABSTRACT 

The increasing demand for electricity and the negative environmental 

impact of fossil fuels has made sustainable energy management a critical 

challenge. One possible solution is a smart grid, which is a network of 

intelligent devices that can optimize the generation, transmission, distribution, 

and consumption of electricity while integrating renewable energy sources and 

electric vehicles. The Internet of Things (IoT) is ideal for developing a smart 

grid, as it allows devices to communicate, exchange data, and cooperate to 

balance electricity supply and demand. 

IoT technology has transformed the energy management sector, leading the way 

towards a sustainable future. Packet Tracer, a network simulation tool, can be 

used to design, test, and troubleshoot IoT-based smart grid systems. With the 

ability to simulate various smart grid components, such as smart meters, 

appliances, solar panels, wind turbines, batteries, inverters, transformers, 

switches, routers, and servers, Packet Tracer is a valuable tool for developing 

sustainable energy management systems. 

This project aims to implement a sustainable energy management system in 

Packet Tracer using IoT technology. The system includes routers, switches, 

meters, sensors, and power sources like solar cells, wind turbines, and coal 

plants, with the goal of efficiently monitoring and managing energy 

consumption and production. The use of IoT technology enables real-time 

monitoring, data collection, remote control, automation, improved efficiency, 

and cost-effectiveness while relying on sustainable energy when available. 

Keywords: Sustainable energy, Smart grid, Internet of Things (IoT), Packet 

Tracer, Solar panels, Wind turbines, Automation. 
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1. SMART GRID IMPLEMENTATION 

In order to implement this project a list of components used to implement is 

explained. 

The project is implemented on the Packet Tracer program installed on the 

computer. 

Packet Tracer is a network simulation tool developed by Cisco that allows users 

to design, test, and troubleshoot network topologies and IoT-based systems. 

To implement a smart grid using Packet Tracer, several components are 

required. These components include routers, switches, meters, sensors, and 

power sources. The routers are responsible for transferring data packets 

between different networks, such as wind, solar, and coal networks. The 

switches are used to control the flow of power from the different power 

sources. The meters and sensors are used to capture data on the amount of 

energy being consumed and generated. The power sources include solar cells, 

wind turbines, and a coal plant. 

The Table 3.1 below shows the lists of the different devices used for the 

simulation and their functions. 

No Devices Function 

1 Wind Turbine Used to provide energy to the city 

2 
Wind-Power 

Meter 

Used to measure and monitor energy levels on Wind 

Turbine line 

3 Wind_RT 
Used to transferring data packets between networks 

(wind, coal, main) 

4 Solar-Cells Used to provide energy to the city 

5 Solar Meter 
Used to measure and monitor energy levels on a 

Solar line 

6 
Power Access 

Point 
Used to allow remote control of solar-cell via laptop 

7 
Power Main 

RT 

Used to transferring data packets between networks 

(wind, coal, main) 
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8 Laptop 
connect to the Power IoT Server and monitor the 

amount of power. 

9 
Coal Power 

Plant 
Used to provide energy to the city 

10 
Coal Plant 

Meter 

Used to measure and monitor energy levels on a 

Coal plant line 

11 
Coal CO 

Detector 
Used to detect a Carbon Monoxide level 

12 Coal_RT Used to transferring data packets between networks  

13 
Smart Power 

Grid Switch 

Used to control power flow and manage energy 

distribution 

14 
Power IoT 

Server 

Used to Power monitoring and management 

registered on it 

15 Internet Used to connect smart grid to internet 

16 Sun Simulator Sun Movement Simulation 

 

 

2. DEVICES CONFIGURATION: 

This Figure 1 below show the simulation of the smart grid with cisco packet 

tracer.The smart grid is configured using a combination of Packet Tracer and 

programming languages such as Python and JavaScript. The programming 

code is used to set the parameters of the network, including the power source 

priority, the maximum and minimum energy consumption, and the switching 

criteria. The code is executed within Packet Tracer to create a fully functional 

smart grid network. 
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Figure (1). Smart Grid with Cisco Packet Tracer 

 

In the Packet Tracer Smart Grid, there are three routers: Wind_RT, Coal_RT, 

and Main_RT. These routers transfer data packets between networks. The 

Power Access Point is a wireless access point that allows remote control of 

solar cells via a laptop. See figure below  
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (2). Routers and Access Point used in smart grid 
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The Smart Power Grid Switch is responsible for switching between the 

different power sources and is programmed to decide which power source to 

use based on the order of power sources: wind -> solar -> coal. 

The power meter on each device power source shows which power source is 

actively producing energy. 

 

3.1. Wind Turbine Program: 

The Wind Turbine program is a Python code for an IoT device that reads wind 

speed levels and outputs electricity based on the wind speed. The program 

includes several functions for setting up the device, looping through the device's 

operations, and sending data to an IoE Server. 

The Python code running on the Wind Turbine is illustrated in Figure 3 below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (3). Wind Turbine programming 

 

3.2. Solar Panel Program:  

The Solar Panel program is a Python code that simulates a solar panel that 

outputs electricity based on sunlight levels. The program includes steps for 

importing necessary modules, defining constants and variables, and defining the 

setup and loop functions. The loop function performs tasks such as getting the 

current electricity production, displaying the amount of electricity produced, 

sending a report to the IoE server, and outputting the electricity to a GPIO pin. 

The Python code running on the Solar Panel is illustrated in Figure 4 below: 
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Figure (4). Solar Panel programming 

 

3.3. Sun Simulation 

This JavaScript program simulates the movement of the sun throughout the day 

by changing the opacity of an image of the sun in a graphical user interface 

based on the current time of day. It uses constants, variables, if statements, and 

functions to calculate the appropriate opacity based on the time of day.  

The JavaScript program running on the Sun Simulation is illustrated in Figure 5 

below: 

 

 

 

 

 

 

 

 

 

 

 

Figure (5). Sun Simulation programing 
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3.4. SMART POWER GRID SWITCH PROGRAM: 

The Smart Power Grid Switch program is a JavaScript code that can monitor 

power levels from different sources and make decisions on the best power 

source to use. The program is executed based on predefined conditions and 

triggers that take into account the availability of solar, wind, and coal power 

sources. The program ensures that solar power is the most preferable power 

source, followed by wind power if solar power is not available, and coal-based 

power as a last resort. The program can be executed on a microcontroller that 

monitors three digital inputs (0, 1, and 2) connected to sensors measuring the 

availability of wind, solar, and coal power, respectively. Based on the input 

values, the program determines which power source to use and outputs a 

message to the console indicating the selected power source. 

The JavaScript program running on the smart power grid switch is illustrated in 

Figure 6 below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (6). smart power grid switch programming 

 

 

3.5. Cloud Computing and Result Monitoring  

Cloud computing can be used in the Smart Grid to store and analyze large 

amounts of data. The Power IoT Server in the Smart Grid has an IP address of 

100.2.0.2 and is used by technicians to monitor the amount of power being 
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generated. Technicians can remotely connect to the Power IoT Server using a 

web browser and login using the username and password. The username is 

"Power" and the password is "power" This information can be discovered by 

examining other devices in the Smart Grid, such as the Solar Cells. See figures 

below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (7a). Login to Power IoT Server in the Smart Grid  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (7b). Monitoring the Smart Grid from Power IoT Server 
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4. Conclusion: 

the Sustainable Energy Management project based on IoT using Packet Tracer 

has demonstrated the potential for IoT technology to revolutionize energy 

management and contribute to a more sustainable future. The project 

successfully implemented a smart grid system that included various components 

such as routers, switches, meters, sensors, and power sources like solar cells, 

wind turbines, and coal plants, with the aim of efficiently monitoring and 

managing energy consumption and production. The use of IoT technology 

enabled real-time monitoring, data collection, remote control, automation, 

improved efficiency, cost-effectiveness, and reliance on sustainable energy 

sources. The project highlighted the importance of implementing sustainable 

energy management practices and the significant role of IoT in achieving this 

goal. The successful implementation of this project can serve as a blueprint for 

future sustainable energy management systems and further development in the 

field of IoT-based smart grids. 


